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Certificate of Agreement

The content of both this Code of Practice and the Procedural Manual are hereby approved in
respect of the London Borough of Enfield Video Surveillance system known as the
Enfield Public Safety Centre and, as far as is reasonably practicable, will be complied with by
all who are involved in the management and operation of the System.

Signed for and on behalf of London Borough of Enfield

) =

Signature:

Name: Martin Rattigan
Position held: Head of Regulatory services

Date: 05/12/2023

Signed for and on behalf of Metropolitan Police

Signature: Karl Curran

Name: Karl Curran Position held | CI NPT
Date 06/12/23
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Section 1 Introduction and Objectives

1.1

1.2

1.21

1.2.2

Introduction

A video Surveillance system has been introduced to the London Borough of Enfield. This
system, known as the ‘Enfield Public Safety Centre VSS System’, comprises a number of
cameras installed at strategic locations. All of the cameras are fully operational, with most
being pan, tilt and zoom facility type. Others are fixed cameras, images from which are
presented in the same room. Secondary monitoring facilities are located at the local
Metropolitan Police Control Rooms located at Edmonton Green and the centralised Police
Control Room at Bow, but there are no recording facilities at those police locations other than
the Public Safety Centre (hereon referred to as “the Centre”) and its disaster recovery (DR)
site located at the Civic Centre.

For the purposes of this document, the ‘owner” of the system is London Borough of Enfield.

For the purposes of the United Kingdom General Data Protection Regulation (UK GDPR) and
Data Protection Act 2018 (hereinafter “the data protection legislation”) the ‘data controller’ is
London Borough of Enfield (Note 1.)

The “system manager” is Darren Woods

The Enfield Public Safety Centre (EPSC) VSS system has been notified to the information
Commissioner and has been accredited in 2015 by a UKAS inspectorate SSAIB as an Alarm
Receiving Centre (ARC) to BS 5979 cat 2 (now combined with BS 9518) and also for Lone
Worker services to BS 8484.

Details of key personnel, their responsibilities and contact points are shown at appendix A to
this Code.

Notel. The data controller is the person who (either alone or jointly or in common with other persons)
determines the purposes for which and the manner in which any personal data are to be processed. It
must be a legal entity e.g. person, organisation or corporate body and in the case of partnerships all
partners may be considered to bear the responsibility.

Partnership statement in respect of The Human Rights Act 1998, criminal Justice and
Public Order Act 1994 sect 163 and the Protection of Freedoms Act 2012 sect 30

The partnership recognises that public authorities and those organisations carrying out the
functions of a public service nature are required to observe the obligations imposed by the
Human Rights Act 1998, and consider that the use of VSS in the London Borough of Enfield
is a necessary, proportionate and suitable tool to help reduce crime, reduce the fear of crime
and improve public safety in the Borough of Enfield.

This assessment is evidenced by an agreed ‘operational requirement ‘as well as a Privacy
impact assessment (and any survey or consultation if applicable). Section 163 of the Criminal
Justice and Public Order Act 1994 creates the power for local authorities to provide VSS
coverage of any land within their area for the purposes of crime prevention or victim welfare
and it is also considered a necessary initiative by the Partners for your system towards their
duty under the Crime and Disorder Act 1998.
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1.2.3

1.24

1.2.5

1.2.6

1.2.7

It is recognised that operation of the Enfield Public Safety Centre System may be considered
to infringe on the privacy of individuals. The partnership recognises that it is their
responsibility to ensure that the scheme should always comply with all relevant legislation,
to ensure its legality and legitimacy. The scheme will only be used as a proportional response
to identified problems and be used only in so far as it is necessary in a democratic society, in
the interests of national security, public safety, the economic wellbeing of the area, for the
prevention and detection of crime or disorder, for the protection of health and morals, or for
the protection of the rights and freedoms of others.

The legislation concerning VSS in sect 30 of the Protection of Freedoms Act 2012 legislation
has produced a VSS Code of Practice from the new Biometric Surveillance Camera
Commissioner that has been approved by Parliament and as a relevant authority (as defined
under section 33 of the 2012 Act) it must pay due regard to the new code.

Enfield Council in managing its VSS control room operations under this Code of practice will
endorse and comply with all 12 guiding principles of the new Surveillance Camera Code of
Practice amended Nov 2021 (see appendix K).

The Codes of Practice and observance of the Operational Procedures contained in the manual
shall ensure that evidence is secured, retained and made available as required to ensure there
is absolute respect for everyone’s right to a Fair trial.

The EPSC System shall be operated with respect for all individuals, recognising the right to
be free from inhuman or degrading treatment and avoiding discrimination on any ground
such as sex, race, colour, language, religion, political or other opinion, national or social origin,
birth or other status.

1.3 Objectives of the System

131

The objectives of the Enfield Public Safety Centres Video Surveillance System as determined
by the owners / partnership which form the lawful basis for the processing of data are: -

e  To help reduce the fear of crime
e  To help deter crime

e  To help detect crime and disorder or other public safety issues and provide evidential
material suitable for court proceedings

e  To assist in the overall management of Enfield Borough and other public areas within
its client base

e  To enhance community safety, assist in developing the economic wellbeing of the
London Borough of Enfield and encourage greater use of the Borough'’s facilities,
University, shopping areas, car parks etc

e  To assist the Local Authority in its enforcement and regulatory functions within the
London Borough of Enfield area

e  To assist in Traffic Management and Enforcement in its enforcement and regulatory
functions within the London Boroughs of Enfield area

o To assist in supporting civil proceedings which will help detect crime
e Any other specific objective identified by the owners or partners of the scheme
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14 Procedural Manual

This Code of Practice (hereafter referred to as ‘the Code’) is supplemented by a separate
‘Procedural Manual” which offers instructions on all aspects of the day to day operation of the
system that is a restricted document. To ensure the purpose and principles (see Section 2) of
the VSS systems are realised, the procedural manual is based and expands upon the contents
of this Code of Practice.
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Section2  Statement of Purpose and Principles

2.1 Purpose

The purpose of this document is to state the intention of the owners and the managers, on
behalf of the partnership as a whole and as far as is reasonably practicable, to support the
objectives of the London Borough of Enfield Video surveillance system, (hereafter referred to
as ‘The System’) and to outline how it is intended to do so.

211 The ‘Purpose’ of the system, and the process adopted in determining the ‘Reasons’ for
implementing “The System’” are as previously defined in order to achieve the objectives
detailed within Section 1.

2.2 General Principles of Operation

221

222

223

224

225

2.2.6

227

228

229

2210

The system will be operated in accordance with all the requirements and the principles
of the Human Rights Act 1998.

The operation of the system will also recognise the need for formal authorisation of any
covert ‘Directed” surveillance or crime trend (hotspot’) surveillance as required by the
Regulation of Investigatory Powers Act 2000 and local police force policy.

There is a procedure for directed surveillance requests from third party organisations
wishing to use this facility. Directed Surveillance Forms are available from the
Monitoring Centre and the procedure and forms are included in the Procedural Manual.

The system will be operated in accordance with the data protection legislation at all
times and comply with the Protection of Freedoms Act 2012 VSS Code of Practice 12
guiding principles as contained in Appendix C.

The System will be operated fairly, within the law, and only for the purposes for which
it was established and are identified within this Code, or which are subsequently agreed
in accordance with this Code of Practice.

The system will be operated with due regard to the principle that everyone has the right
to respect for their private and family life and their home.

The public interest in the operation of the system will be recognised by ensuring the
security and integrity of its operational procedures is maintained.

Throughout this Code of Practice, it is intended, as far as reasonably possible, to balance
the objectives of the System with the need to safeguard the individual’s rights. Every
effort has been made throughout this Code to indicate that a formal structure has been
put in place, including a complaints procedure, by which it can be identified that the
System is not only accountable, but is seen to be accountable.

Participation in the system by any organisation, individual or authority assumes an
agreement by all such participants to comply fully with this Code and to be accountable
under this Code of Practice.

Copyright:  Copyright and ownership of all material recorded by virtue of The
System will remain with the data controller.
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2.3 Cameras and Area Coverage

24

231

23.2

233

234

235

2.3.6

237

The areas covered by the system to which this Code of Practice refers are the public areas
within the responsibility of the operating partners and cover Enfield Borough and other
client areas as may be monitored by The System.

From time to time Re-deployable or mobile cameras may be temporarily sited within
the area, and deployed by evidence based tasking procedures. The use of such cameras,
and the data produced by virtue of their use, will always accord with the objectives of
the Video Surveillance System (Previously referred to as CCTV) and is governed by
these Codes and Procedures.

Some of the cameras offer full colour, pan tilt and zoom (PTZ) capability, High
Definition (HD) recording, or may automatically switch to monochrome in low light
conditions.

Any Body Worn Video (BWV) cameras connected into the system will be operated in
accordance with best practice and industry standards and data handling will comply
with DPA and this code.

None of the cameras forming part of the System will be installed in a covert manner.
Some cameras may be enclosed within “All weather domes’ for aesthetic or operational
reasons but the presence of all cameras will be identified by appropriate signage

Cameras located around and within the Centre are primarily for the protection of the
Centre but may be used for crime prevention and detection as appropriate. Internal
cameras are primarily for security and are part of the Centres requirement as an
accredited Alarm Receiving Centre (ARC). These may also be used for Centre
management, performance and probity issues and are appropriately signed.

A list showing the number and location of all street cameras previously attached to these
Codes is now displayed on the council’s website by way of mapping and lists. Which
are updated and check monthly

Monitoring and Recording Facilities

241

242

243

A staffed monitoring centre is located at Enfield Public Safety Centre, Centre Way,
Clavering’s Industrial Estate, Edmonton, London N9 OAH. The VSS equipment has the
capability of recording all cameras simultaneously throughout every 24-hour period

Secondary monitoring equipment is located within police premises. However, no
equipment, other than that housed within the main CCTV control room or its DR site,
shall be capable of recording images from any of the cameras without permission and
approved audit processes and only for approved DPA purposes. All systems are
password protected via an administrator

Authorised users of the system may be permitted to have access to live streaming data
through a secure Mobile Application on handheld devices or PC’s that is managed
through the control centre for permitted purposes under this code. Secondary recording
on these handheld devices or PC’s is strictly forbidden.
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25

2.6
2.6.1

2.7
271
2.8
281

2.8.2

244 VSS operators are able to record images from selected cameras in real-time (25 fps),
produce hard copies of recorded images, replay or copy any pre-recorded data at their
discretion and in accordance with the Code of Practice. All viewing and recording
equipment shall only be operated by trained, security cleared and authorised users to
the standard set by the Centre Manager and or legislation such as the Private Security
Industry Act licence requirements for contracted staff.

245 Authorised users of the system may be permitted to have access to recorded data by
remote secure terminals. Data handling and audit will apply in accordance with DPA
and this code.

Human Resources

251 Unauthorised persons will not have access to site without an authorised member of staff
being present and approved prior notification of attendance in accordance with BS 5979
ARC and EPSC procedures on access control.

2.5.2 Specially selected, licenced, vetted and trained operators in accordance with the strategy
as contained within the procedural manual shall staff the Public Safety Centre. As the
current staffing is private sector security staff, all staff will be required to hold and
maintain Private Security Industry Act (PSS) Sector licenses whilst employed at the
centre.

2.5.3 All operators shall receive training relevant to their role in the requirements of the
Human Rights Act 1998, the data protection legislation, Regulation of Investigatory
Powers Act 2000 and the Codes of Practice and Procedures. Progressive and
continuation and formal refresher training will be provided as necessary, and at least
annually to the standard required by the Centre Manager and SIA Sector licence
requirements.

Processing and Handling of Recorded Material

All recorded material, whether recorded digitally, in analogue format or as a hard copy video
print, will be processed and handled strictly in accordance with the law and this Code of
Practice and the centre’s Procedural Manual.

Operators Instructions

Technical instructions on the use of equipment housed within the monitoring room are
contained in a separate manual provided by the equipment suppliers. and Council

Changes to the Code of Practice

Any major changes to either the Code of Practice or upon the operation of the system will take
place only after consultation with and upon the agreement of the Management within the
Authority in the operation of the system.

A minor change, (i.e. such as may be required for clarification or that will not have such a
significant impact) may be agreed by the Centre Manager and notified to those responsible
for the Management of the system.

Notes.
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L

IIL.

I1I.

The installation of a camera is overt unless it is installed in a manner whereby its presence is
deliberately intended to be concealed from the view of any person likely to be within the field
of view of that camera.

Cameras which may be placed in domes or covered to reduce the likelihood of assessing
their field of view, or to protect them from weather or damage, would not be regarded as covert
provided that appropriate signs indicating the use of such cameras are displayed in the vicinity.

The use of ‘dummy’ cameras or signage as part of this CCTV System is NOT PERMITTED.
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Section 3 Privacy and Data Protection public Concern

3.1.1 Although the majority of the public at large may have become accustomed to 'being watched',
those who do express concern do so mainly over matters pertaining to the processing of the
information, (or data) i.e. what happens to the material that is obtained.

Note: 'Processing’ means obtaining, recording or holding the information or data or carrying out any
operation or set of operations on the information or data, including;

i)  Organisation, adaptation or alteration of the information or data;
ii) Retrieval, consultation or use of the information or data;

iii) Disclosure of the information or data by transmission, dissemination or otherwise making
available, or

iv) Alignment, combination, blocking, erasure or destruction of the information or data.

3.1.2 All personal data obtained by virtue of The System, shall be processed fairly and lawfully
and, in particular, shall only be processed in the exercise of achieving the stated objectives of
the system. In processing personal data there will be total respect for everyone’s right to
respect for their private and family life and their home.

3.1.3 Personal Data will be limited in the majority of data collected and recorded by this system
and is defined as that reaching “recognition level” of an individual based upon the research
and guidance taken from the Home Office Scientific Development Branch where the
individuals details of head and torso are recorded at 50% of screen height or greater. Below
this resolution level, it is not deemed Personal Data.

3.1.4 The storage and security of the data will be strictly in accordance with the requirements of the
data protection legislation, other statutory legislation and additional locally agreed
procedures.

3.2 Data Protection Registration

3.2.1 The operation of The System has been notified to the Office of the Information Commissioner at
ico.org.uk in accordance with current Data Protection Regulation (UK GDPR) and listed under Registration
Number: 25492012

Data Controller: THE LONDON BOROUGH OF ENFIELD

Address:

CIVIC CENTRE
SILVER STREET
ENFIELD
MIDDLESEX
EN1 3XF

3.22 The ‘data controller’ for ‘The System’” is London Borough of Enfield and day to day
responsibility for the data will be devolved to The Centre Manager

3.2.3 All data will be processed in accordance with the principles of the Data Protection Act 2018
and the General Data Protection Regulation (UK GDPR) which, in summarised form,
includes, but is not limited to: (Personal Data has the meaning given in Article 4 of the General
Data Protection Regulation (UK GDPR )

i)  All Personal Data will be obtained and processed fairly and lawfully.
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ii) Personal Data will be held only for the purposes specified.

iii) Personal Data will be used only for the purposes specified, and disclosed only to the
people, shown within these codes of practice.

iv) Only Personal Data which are adequate, relevant and not excessive in relation to the
purpose for which the data is held.

v) Steps will be taken to ensure that Personal Data is accurate and kept up to date.
vi) Personal Data will be held for no longer than is necessary.

vii) Individuals will be allowed access to information held about them and, where
appropriate, permitted to correct or erase it.

viii) Procedures will be implemented to put in place security measures to prevent
unauthorised or accidental access to, alteration, disclosure, or loss and destruction
of, information.

3.24 Data protection Regulation compliant signage for the EPSC System (External signage)

'

~

CCTV is in use for
Public Safety and the
prevention and detection
of crime and disorder

\_/

Enfield Public Safety Centre
Tel: 020 8379 8878

o O
whanaenfield. gov.uk System ner

£h “eoriee ENFIELD
.3 OLICE
Wovking o @ safow ditactne Council = /
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3.3 Request for information (subject access)

3.3.2

3.3.3

334

Any request from an individual for the disclosure of personal data which he / she believes is
recorded by virtue of the system will be directed in the first instance to the Data Protection
Officer or Departmental Data Coordinator in accordance with council procedures. The Enfield
Council subject access and policy procedures can be found on the following webpage:
https:/ /www.enfield.gov.uk/services/vour-council / our-policies-and-procedures/ subject-
access-policy-and-procedure

If the request cannot be complied with without identifying another individual, permission
from all parties must be considered (in the context of the degree of privacy they could
reasonably anticipate from being in that location at that time) in accordance with the
requirements of the General Data Protection Act 2018 (GDPR).

Any person making a request must be able to satisfactorily prove their identity and provide
sufficient information to enable the data to be located. The appropriate ‘Subject Access’
request form is available on the council’s website.

3.4 Exemptions to the Provision of Information

34.2

In considering a request made under the provisions of Section 45 of the Data Protection Act
2018,(UK GDPR) reference may also be made to Schedule 2 Part 1 Para 2 of the Act which
includes, but is not limited to, the following statement:

Personal Data processed for any of the following purposes -

a) the prevention or detection of crime

b) the apprehension or prosecution of offenders
are exempt from the subject access provisions in any case ‘to the extent that the application of the

listed provisions would be likely to prejudice any of the matters mentioned in paragraph (a) or (b).”

Note Each and every application will be assessed on its own merits and general ‘blanket
exemptions” will not be applied.

3.5 Criminal Procedures and Investigations Act, 1996

The Criminal Procedures and Investigations Act, 1996 came into effect in 1st April 1997 and
introduced a statutory framework for the disclosure to defendants of material which the
prosecution would not intend to use in the presentation of its own case, (known as unused
material). An explanatory summary of the provisions of the Act is contained within the
procedural manual, but disclosure of unused material under the provisions of this Act should
not be confused with the obligations placed on the data controller by the Data Protection Act
2018..
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Section4  Accountability and Public Information

41 The Public

411

41.2

413

414

415

4.1.6

4.1.7

41.8

4.2
421

For reasons of security and confidentiality, and in accordance with the Centre’s requirement
to operate as a Category II Alarm Receiving Centre,( The higher category which is required
for supporting functions such as police response), access to the Enfield Public Safety Centre
(E.P.S.C) is restricted and in accordance with this Code of Practice.

Cameras will not be used to look into private residential property. Where the equipment
permits it 'Privacy zones' may be programmed into the system as required in order to ensure
that the interior of any private residential property within range of the system is not surveyed
by the cameras. In any case, if such ‘zones’ are not programmed; all operators will be
specifically trained in privacy issues.

A list/Map of public street VSS cameras is available on the council’s website. which is
reviewed monthly and can be viewed on the following Enfield Public Safety Centre | Enfield
Council

To ensure probity and audit of the system all cameras will record at varying frame rates
according to need and retained for a minimum period of 31 days for street cameras or 14 days’
minimum for High Definition (HD) cameras and remote building camera systems but may
vary up to 31 days dependant on risk.

Independent inspection, Inspectorate Audits, live oversight of images by the police and
regular audit and maintenance checks by EPSC staff will ensure that all cameras connected to
the system are recording 24/7 and to the required quality and all faults notified to
management to rectify.

Any member of the public wishing to register a complaint with regard to any aspect of The
System may do so by contacting the Centre Manager in writing at the following address.
Darren Woods Centre Manager, Enfield Public Safety Centre, Centre Way, Claverings
Industrial Estate, Edmonton N9 0AH. All complaints shall be dealt with in accordance with
London Borough of Enfield’s complaints procedure, a copy of which may be obtained from
London Borough of Enfield’s office(s). Any performance issues identified will be considered
under the organisation’s disciplinary procedures to which all members of London Borough
of Enfield, including contracted personnel are subject.

In the event a complaint relates to operations or usage of other partners cameras or images,
the Centre Manager will notify as soon as possible the client representative and assist them in
any investigation to resolve the matter.

All Operating staff are contractually subject to regulations governing confidentiality and
discipline. Any individual member of the public who suffers damage or distress by reason of
any contravention of this Code of Practice may be entitled to compensation.

System Owner

The Public Safety Centre Manager, London Borough of Enfield, at Appendix A, being the
nominated representative of the system owners, will have unrestricted personal access to the
Centre and will be the responsible Officer for receiving regular and frequent management,
operational, emergency and performance reports from the security company contracted with
the general responsibility for the operation of the system.
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422

4.3
431

432

433

434

435

4.4
441

Formal consultation will take place between the owners, partners and the manager of the
system with regard to all aspects of this Code of Practice.

System Centre Manager

The nominated manager named at Appendix A will have day-to-day responsibility for the
system as a whole.

The system may be subject to audit by London Borough of Enfield’s audit body, (or nominated
deputy whose organisational level of responsibility is at least equal to that of the system
manager, but who is not the system manager).

The system may also have independent external DPA audits of the operation and compliance
with all aspects of DPA and any issues or breaches found will be reported to senior
management and processes addressed as required.

The system Centre Manager will ensure that every complaint is reported through to the
Council’s complaints process and his line manager and will follow the Council’s complaint
process.

Statistical and other relevant information, including the number of any complaints made, will
be included in the statistical reports of London Borough of Enfield, which are made publicly
available, and included, on the London Borough of Enfield’s Council’s website.

Public Information

Code of Practice

A copy of this Code of Practice shall be published on London Borough of Enfield’s web site,
and a copy will be made available to anyone on request.

System performance information

System performance will be closely monitored and recorded and compiled into annualised
year on year data that shall be made publicly available on the Council’s website and to anyone
requesting it in accordance with the Protection of Freedoms (POF) Act 2012 transparency
requirements.

Signs

Signs (As example shown on page 13) will be placed in the locality of the cameras and at main
entrance points to the relevant areas, e.g. Housing, Shopping, Railway and Bus stations. The
signs will indicate:

i) The presence and stated purpose of system monitoring;
ii) The 'ownership' of the system;

iii)  Contact telephone number of the 'data controller' of the system.
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Section5  Assessment of the System and Code of Practice

5.1 Evaluation

511

51.2

5.1.3

The system will undergo annual Inspectorate audits to relevant British Standards to maintain
its accreditations for all services it delivers including BS 7958 VSS Management and
Operation. Results of the audits will be used to review and develop improvements to
processes and maintain accredited service delivery standards.

In addition, monthly and annual reviews of the performance of the system will be collated
and reviewed in accordance with the Protection of freedoms Act 2012 and any recommended
changes or alterations to the specified purpose and objectives of the scheme as well as the
functioning, management, camera coverage and operation of the system to be published on
the councils website.

It is intended that performance evaluations of the system should take place at least annually.

5.2 Monitoring

521

522

The system manager will accept day to day responsibility for the monitoring, operation and
evaluation of the system and the implementation of this Code of Practice.

The system manager shall also be responsible for maintaining full management information
as to the incidents dealt with by the Monitoring Centre, for use in the management of the
system and in annual performance evaluations

5.3 Audit

5.3.1

53.2

5.3.3

The London Borough of Enfield’s auditor or other appropriate person, or their nominated
deputy, who is not the system manager, will be responsible for regularly auditing the
operation of the system and the compliance with this Code of Practice. Audits, which may be
in the form of irregular spot checks, will include examination of the monitoring room records,
videotape histories and the content of recorded material.

The EPSC will conduct ad-hoc external DPA audits or operational compliance audits by use
of Independent Inspectors who are voluntary local residents appointed to review the systems
operation and compliance to this code and the POF Act 2012 guiding principals

Due to the high security requirements of a UKAS Inspectorate approved Category II Alarm
Receiving Centre, there is no general public access to the Control Room itself, and any external
(non public) audits may be carried out by on request to local universities as a potential thesis
for graduate students etc. who may require to be police cleared and or BS 7858 vetted to carry
out this review.
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Section 6 Human Resources

6.1
6.1.1

6.1.2

6.1.3

6.2
6.2.1

6.2.2

Staffing of the Public Safety Centre and those responsible for the operation of the system

The Public Safety Centre will be staffed and operated in accordance with the procedural
manual. Equipment associated with The System will only be operated by authorised
personnel who have the relevant SIA licence who will have been properly trained in its use
and all Centre procedures including this Code of Practice.

Every person involved in the management and operation of the system will be personally
trained in both the Code of Practice and the Procedural Manual, and be required to sign a
confirmation that they fully understand the obligations adherence to these documents places
upon them and that any breach will be considered and disciplinary action will be taken They
will be fully conversant with the contents of both documents, which may be updated from
time to time, and which he / she will be expected to comply with as far as is reasonably
practicable at all times.

Arrangement may be made for a police liaison officer to be present in the monitoring Centre
at certain times, or indeed at all times, Any such person must also be conversant with this
Code of Practice and associated Procedural Manuals held in the control room. a relevant
training competency levels as required by the Centre Manager.

All personnel involved with the system shall receive regular training and formal refresher

training annually in respect of all legislation appropriate to their role. An on-site

training matrix is held in the control room and updated when required

Discipline

Every individual with any responsibility under the terms of this Code of Practice and who
has any involvement with The System to which they refer, will be subject to the London
Borough of Enfield discipline code, or if contracted staff their own Company discipline
procedure’s. Any breach of this Code of Practice or of any aspect of confidentiality will be
dealt with in accordance with those discipline rules.

The system Centre Manager will accept primary responsibility for ensuring there is no breach
of security and that the Code of Practice is complied with. They have day to day responsibility
for the management of the Centre and for enforcing the discipline rules. Non-compliance
with this Code of Practice by any person will be considered a severe breach of discipline and
dealt with accordingly including, if appropriate, the instigation of criminal proceedings.

6.3 Declaration of Confidentiality

Every individual with any responsibility under the terms of this Code of Practice and who has
any involvement with The System to which they refer, will be required to sign a declaration of
confidentiality. Section 8 concerns access to the Monitoring Centre by others. If the siting and
usage of a police radio is permitted, all staff will also have to sign up to the Official Secrets Act,
and comply with all police instructions for its use, including passing the MPS vetting
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Section 7 Control and Operation of Cameras

7.1
711
71.2

7.1.2

71.3

714

715

7.2
721

7.3

74
741

Guiding Principles

Any person operating the cameras will act with utmost probity and within the law at all times.

The cameras, control equipment, recording and reviewing equipment shall at all times only
be operated by persons who have been formally trained in their use, or under their direct
supervision if under training, and the legislative implications of their use to the standard
directed and required by the Centre Manager.

Every use of the cameras will accord with the purposes and key objectives of the system and
shall be in compliance with this Code of Practice.

Cameras will not be used to look into private residential property. 'Privacy zones' shall be
programmed into the system (whenever practically possible) in order to ensure that the
interior of any private residential property within range of the system is not surveyed by the
cameras. Privacy zones will be regularly checked by EPSC staff and logged and or faulted as
required.

Primary cameras home positions as well as all camera tours shall also be in line with DPA
and Human Rights legislation, whether by manual or automatic means to ensure the respect
for individual’s privacy.

Camera operators will be mindful of exercising prejudices, which may lead to complaints of
the system being used for purposes other than those for which it is intended. The operators
may be required to justify their interest in, or recording of, any particular individual, group
of individuals or property at any time by virtue of the audit of the system, by the contract
Security company’s management, or by the Centre Manager.

Primary Control

Only those trained and authorised members of staff with responsibility for using the VSS
equipment will have access to the operating controls in the EPSC or at the DR site location
and shall hold a current SIA (Security Industry Authority) Public Space Surveillance
operator’s licence.

Secondary Control

There is no secondary control of this system’s operating control system, however there is a
camera sharing protocol with Transport For London in which permitted cameras are allowed
to be used for their DPA and agreed purposes for limited periods with primacy always with
the camera owners and auditable usage logged.

Operation of The System by the Police

Under extreme circumstances the Police may make a request to assume direction of The
System to which this Code of Practice applies. Only requests made on the written authority
of a police officer not below the rank of Superintendent will be considered. Any such request
will only be accommodated if approved and authorised by the representative of the System
owners, the Centre Manager, or his/her designated deputy of at least equal standing in their
absence.
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7.4.2

7.4.3

744

7.5
7.5.1

7.5.2

7.5.3

7.54

7.5.5

7.5.6

7.5.7

In the event of such a request being permitted, the Monitoring Centre will continue to be
staffed, and VSS equipment operated by, only those personnel who are trained and
authorised to do so, and who fall within the terms of Sections 6 and 7 of this Code. They will
then operate under the direction of the police officer designated in the written authority.

There is no capability for the police to physically move or control cameras though the ability
to view live images for directed management as in 7.4.2 and operational control is in place.all
equipment will be operated by the duty operators on shift

Any agreed future capability of the EPSC to provide secure remote access to images for live
streaming and or bulk data transfer to the police or other agencies will be subject to future
agreement and security of data and audit processes approved by the Centre Manager.

Maintenance of the system

To ensure compliance with the Information Commissioners Code of Practice and that images
recorded continue to be of appropriate evidential quality The London Borough of Enfield’s
System shall be maintained in accordance with the requirements under a formal maintenance
contract.

The maintenance contract will make provision for regular/ periodic service checks on the
equipment which will include cleaning of any all-weather domes or housings, checks on the
functioning of the equipment, and any minor adjustments that need to be made to the
equipment settings to maintain picture and recording quality.

The maintenance will also include regular periodic overhaul of all the equipment and
replacement of any equipment, which is reaching the end of its serviceable life, or does not
perform to its operational requirement as required under the Data Protection Act

The maintenance agreement will also provide for ‘emergency’ attendance by a specialist VSS
engineer on site to rectify any loss or severe degradation of image or camera control.

The maintenance agreement will define performance criteria permitted for attendance by the
engineer and for rectification of the problem depending upon the severity of the event and
the operational requirements of that element of the system.

If cameras or other equipment is not functioning and beyond its operational or effective
service, they are to be replaced promptly and/or the old equipment removed from the system
to maintain probity and compliance of the systems effectiveness.

It is the responsibility of the system Centre Manager to ensure appropriate records are
maintained in respect of the functioning of the cameras and the response of the system
maintenance contractor.
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Section8  Access to, and Security of, Monitoring Centre &

Associated Equipment

8.1
8.1.1

8.2
8.2.1

8.3
8.3.1

8.4
8.4.1

8.5
8.5.1

8.5.2

Authorised Access

Only trained and authorised personnel will operate any of the equipment located within the
Enfield Public Safety Centre, (or other equipment associated with the System).

Public access

Public access to the monitoring and recording facility will be prohibited except for lawful,
proper and sufficient reasons and only then with the personal authority of the system
manager. Any such visits will be approved and conducted and recorded in accordance with
the Procedural Manual and to the BS 5979 Alarm Receiving Centre requirements to maintain
its accreditation.

Authorised Visits

Visits by Independent inspectors or auditors do not fall into the scope of the above paragraph
and may take place at any time, without prior warning. No more than TWO inspectors or
auditors will visit at any one time but they must be escorted at all times. Inspectors or
Auditors will not influence the operation of any part of the system during their visit. The visit
will be suspended in the event of it being operationally inconvenient. Any such visit
suspended should be recorded in the same way as that described above including the reason
for suspension given.

Declaration of Confidentiality

Regardless of their status, all visitors to the Enfield Public Safety Centre, including inspectors
and auditors, will be required to sign into the electronic visitor’s system and in doing so
accept the declaration of confidentiality. signage is also displayed.

Security

Authorised personnel will normally be present at all times when the equipment is in use and
the centre operates 24/7. In the event of the Public Safety Centre is to be left unattended for
any reason it will be secured. In the event of the Centre having to be evacuated for safety or
security reasons, the provisions of the Procedural Manual will be complied with.

The Public Safety Centre will at all times be secured by ‘Magnetic-Locks’ operated by the
operators on duty, and proximity readers for entrance or other equally secure means. No site
ID pass will have access to the main site air lock doors enabled to conform to BS 5979 Cat 2
requirements.
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Section9  Management of Recorded Material

9.1

911

91.2

913

914

Guiding Principles

For the purposes of this Code 'recorded material' means any material recorded by, or as the
result of, technical equipment which forms part of The System, but specifically includes
images recorded digitally, or by way of video copying, including video prints.

Every video or digital recording obtained by using The System has the potential of containing
material that has to be admitted in evidence at some point during its life span. It is a
requirement that all Cameras operated by this system are recorded 24/7 if their operational
requirement and purpose is crime detection and prevention or public safety.

Members of the community must have total confidence that information recorded about their
ordinary everyday activities by virtue of The System, will be treated with due regard to their
individual right to respect for their private and family life. There is an expectation that the
public expect The System to be recording 24/7 and to a quality standard able to be provided
and admitted in evidence if required.

It is therefore of the utmost importance that irrespective of the means or format (e.g. paper
copy (still print), digital tape, CD, DVD, portable hard drive, or any form of electronic
network transfer processing and storage) of the images obtained from the system, they are
treated strictly in accordance with this Code of Practice and the Procedural Manual from they
moment they are received by the monitoring room until final destruction (or digital
overwrite) . Every movement and usage of recorded material will be meticulously logged as
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9.15

9.1.6

9.2
9.21

922

9.23

924

9.25

must the regular daily inspection of recordings of all cameras and all faults notified according
to procedures.

Access to and the use of recorded material will be strictly for the purposes defined in this
Code of Practice or other Codes in use for other services provide by the Centre only.

Recorded material will not be copied, sold, otherwise released or used for commercial
purposes or for the provision of entertainment save that of educational value (if personal data
redacted)

National standard for the release of data to a third party

Every request for the release of personal data generated by this the System will be channelled
through the System Centre Manager. The System Centre Manager will ensure the principles
contained within Appendix B to this Code of Practice are followed at all times.

In complying with the national standard for the release of data to third parties, it is intended,
as far as reasonably practicable, to safeguard the individual’s rights to privacy and to give
effect to the following principles:

e Recorded material shall be processed lawfully and fairly, and used only for the
purposes defined in this Code of Practice;

e Access to recorded material will only take place in accordance with the standards
outlined in appendix B and this Code of Practice;

e The release or disclosure of data for commercial or entertainment purposes is
specifically prohibited.

Members of the police service or other agency having a statutory authority to investigate and
/ or prosecute offences may, subject to compliance with appendix B, release details of
recorded information to the media only in an effort to identify alleged offenders or potential
witnesses. Under such circumstances, full details will be recorded in accordance with the
Procedural Manual.

If material is to be shown to witnesses, including police officers, for the purpose of obtaining
identification evidence, it must be shown in accordance with Appendix B and the Procedural
Manual.

It may be beneficial to make use of ‘real’ media footage for the training and education of those
involved in the operation and management of video Surveillance systems, and for those
involved in the investigation, prevention and detection of crime. Any material recorded by
virtue of this Monitoring system will only be used for such bona fide training and education
purposes. Recorded material will not be released for commercial or entertainment purposes.

9.3 Recording media - Provision & Quality

9.3.1

9.4
94.1

To ensure the quality of the digital media, and that recorded information will meet the criteria
outlined by current Home Office guidelines, a networked digital recording system and
specification has been used which conforms to the best practice guidance identified by the
CAST (Centre for the Applied Science and Technology) of the Home Office and of BS EN
62676 the new standard for Video Surveillance Systems for use in Security Applications.

Media - Retention

Recorded digital media will be retained for a minimum period of 31 days in line with Home
Office recommendations in the case of community safety cameras, with the exception of 14
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94.2

9.4.3

9.5
951

days for High Definition (HD) cameras. Sites with VSS alarm building security systems may
record between 14 days and 31 days dependant on risk.

The digital networked recording system automatically overwrites any unused or unsaved
material, which conforms to the DPA principal dealing with the requirement for unnecessary
storage and retention of data.

Media will be always be used and stored in accordance with the Procedural Manual and
produced according to PACE (police and Criminal Evidence Act) standards. All cameras with
an operational requirement of crime prevention and detection or public safety must record
24/7 at varying frame rates according to need but if street cameras retained for 31 days, and
to a quality standard to meet DPA requirements.

Media Register

The digital recording system has, in addition to any paper records and retains a unique audit
record of all recordings produced from the system. The system records identifies every use,
and person who has viewed, produced evidence, or had access to the media in order to
comply with the security of data principal requirement of the DPA Act. However, the
handover of evidence document is the main process for evidence review, download and
evidence handling and copies of these are scanned and retained.

9.6 Recording Policy

9.6.1

9.6.2

9.7
9.71

Subject to the equipment functioning correctly, images from every camera will be digitally
recorded throughout every 24-hour period at various frame rates according to need, onto
digital hard disk drive HDD network servers. Enfield Council’s own recording rate for street
cameras is full frame rate (25fps) at high resolution.

Images from selected cameras that are being actively controlled by operators are in addition
automatically digitally recorded in real time onto the real time network server during their
selection and control by operators as a means of audit of operators work and usage of cameras.

Evidential media

In the event of media being required for evidential purposes the procedures outlined in the
Procedural Manual will be strictly complied with.
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Section 10 Still Image Prints

10.1

10.1.1

10.1.2

10.1.3

10.1.4

10.1.5

Guiding Principles

A video still image print is a copy of an image or images which already exist on videotape /
computer disc. Such prints are equally within the definitions of ‘data” and recorded material

Video prints will not be taken as a matter of routine. Each time a print is made it must be
capable of justification by the originator who will be responsible for recording the full
circumstances under which the print is taken in accordance with the Procedural Manual.

Video prints contain data and will therefore only be released under the terms of Appendix B
to this Code of Practice, ‘Release of data to third parties’. If prints are released to the media,
(in compliance with Appendix B), in an effort to identify alleged offenders or potential
witnesses, full details will be recorded in accordance with the Procedural Manual.

A record will be maintained of all video print productions in accordance with the Procedural
Manual. The recorded details will include: a sequential number, the date, time and location
of the incident, date and time of the production of the print and the identity of the person
requesting the print, (if relevant) and the purpose for which the print was taken.

The records of the video prints taken will be subject to audit in common with all other records
in the system.
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Appendix A Key Personnel and Responsibilities

1.

System Owners
Your nominated representative: Darren Woods Tel: 0208 379 8888

London Borough of Enfield Email CCTV@enfield.gov.uk
Enfield Public Safety Centre

Centre Way

Claverings Industrial Estate

Edmonton

N9 0AH

Responsibilities:

London Borough of Enfield is the ‘owner” of the system. London Borough of Enfield’s

representative will be the single point of reference on behalf of the owners (the
authority). Their role will include a responsibility to:

i) Ensure the provision and maintenance of all equipment forming part of the London
Borough of Enfield System in accordance with contractual arrangements, which the
owners may from time to time enter into.

ii) Ensure the interests of the owners (the authority) and other organisations or clients
in the scheme are upheld in accordance with the terms of this Code of Practice.

iii) Agree to any proposed alterations and additions to the system, or this Code of

Practice through the Council Centre Management structure.

System Management (Contract Security Company)
OCS Group UK Limited

Unit 5 The Enterprise Centre

Kelvin Lane

Manor Royal

Crawley

RH10 9PE

Responsibilities:

Darren Woods is the ‘Centre Manager” of the London Borough of Enfield’s System
They have delegated authority for data control on behalf of the ‘data controller’.

Their role includes responsibility to:

i) Maintain day to day management of the system and staff;

ii) Accept overall responsibility for the system and for ensuring that this Code of
Practice is complied with;

iii) Maintain direct liaison with operating partners and clients.
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Appendix B National Standard for the release of data
to third parties

Introduction

Arguably VSS is one of the most powerful tools to be developed during recent years to assist
with efforts to combat crime and disorder whilst enhancing community safety. Equally, it
may be regarded by some as the most potent infringement of people’s liberty. If users, owners
and managers of such systems are to command the respect and support of the general public,
the systems must not only be used with the utmost probity at all times, they must be used in
a manner which stands up to scrutiny and is accountable to the very people they are aiming
to protect.

London Borough of Enfield/partners are committed to the belief that everyone has the right
to respect for his or her private and family life and their home. Although the use of VSS
cameras has become widely accepted in the UK as an effective security tool, those people who
do express concern tend to do so over the handling of the information (data) which the System
gathers.

After considerable research and consultation, the nationally recommended standard of The
VSS (CCTV) User Group has been adopted by the System owners.

General Policy

All requests for the release of data shall be processed in accordance with the Procedure
Manual. All such requests shall be channelled through the data controller.

Note: The data controller is the person who (either alone or jointly with others) determines the
purpose for which and the manner in which any personal data are, or are to be processed.

(In most cases the data controller is likely to be the scheme owners or for a ‘partnership’ the
partners share responsibility)

Day to day responsibility may be devolved, usually to the scheme Centre Manager.

Primary Request to View Data

a) Primary requests to view data generated by a Video Surveillance System are likely to be
made by third parties for any one or more of the following purposes:

i) Providing evidence in criminal proceedings (e.g. Police and Criminal Evidence
Act 1984, Criminal Procedures & Investigations Act 1996, etc.);

ii) Providing evidence in civil proceedings or tribunals

iii) The prevention of crime

iv) The investigation and detection of crime (may include identification of
offenders)

V) Identification of witnesses

b)  Third parties, which are required to show adequate grounds for disclosure of data
within the above criteria, may include, but are not limited to:

i) Police
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ii) Statutory authorities with powers to prosecute, (e.g. Customs and Excise;
Trading Standards DWP, etc.)

iif) Solicitors.
iv) Plaintiffs in civil proceedings.
V) Accused persons or defendants in criminal proceedings.

iv) Other agencies, (which should be specified in the Code of Practice) according to
purpose and legal status,

c¢)  Upon receipt from a third party of a bona fide request for the release of data, the data
controller shall:

i) Not unduly obstruct a third-party investigation to verify the existence of
relevant data.

ii) Ensure the retention of data which may be relevant to a request, but which may
be pending application for, or the issue of, a court order or subpoena. A time
limit shall be imposed on such retention, which will be notified at the time of the
request.

Note: A time limit could apply providing reasonable notice was issued to the agent, prior to the
destruction of the held data, (e.g. a time limit was about to expire).

d) In circumstances outlined at note (3) below, (requests by plaintiffs, accused persons or
defendants) the data controller, or nominated representative, shall:

i) Be satisfied that there is no connection with any existing data held by the police
in connection with the same investigation. Internal checks to be carried out to
confirm.

ii) Treat all such enquiries with strict confidentiality.

Notes

(1) The release of data to the police is not be restricted to the civil police but could include, (for example)
British Transport Police, Ministry of Defence Police, Military Police, etc.

(2) Aside from criminal investigations, data may be of evidential value in respect of civil proceedings
or tribunals. In such cases a solicitor, or authorised representative of the tribunal, is required to give
relevant information in writing prior to a search being granted. In the event of a search resulting
in a requirement being made for the release of data, such release will only be facilitated on the
instructions of a court order or subpoena. A charge may be made for this service to cover costs
incurred. In all circumstances data will only be released for lawful and proper purposes.

(3) There may be occasions when an enquiry by a plaintiff, an accused person, a defendant or a defence
solicitor falls outside the terms of disclosure or subject access legislation. An example could be the
investigation of an alibi. Such an enquiry may not form part of a prosecution investigation.
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Defence enquiries could also arise in a case where there appeared to be no recorded evidence in a
prosecution investigation.

(4) The data controller shall decide which (if any) "other agencies" might be permitted access to data.
Having identified those ‘other agencies’, such access to data will only be permitted in compliance
with this Standard.

(5) The data controller can refuse an individual request to view if insufficient or inaccurate information
is provided. A search request should specify reasonable accuracy (could be specified to the nearest
Y5 hour)

Secondary Request to View Data

a) A’secondary’ request for access to data may be defined as any request being made which
does not fall into the category of a primary request. Before complying with a secondary
request, the data controller shall ensure that:

i) The request does not contravene, and that compliance with the request would
not breach, current relevant legislation, (e.g. UK GDPR and Data Protection Act
2018, Data Protection Act 2018, Human Rights Act 1998, section 163 Criminal
Justice and Public Order Act 1994, etc.);

ii) Any legislative requirements have been complied with;

iif) Due regard has been taken of any known case law (current or past) which may
be relevant, (e.g. R v Brentwood BC ex p. Peck) and

iv) The request would pass a test of ‘“disclosure in the public interest’ 1.

b) If, in compliance with a secondary request to view data, a decision is taken to release
material to a third party, the following safeguards shall be put in place before
surrendering the material:

i) In respect of material to be released under the auspices of ‘crime prevention’,
written agreement to the release of the material should be obtained from a police
officer, not below the rank of Inspector. The officer should have personal
knowledge of the circumstances of the crime/s to be prevented and an
understanding of the VSS (CCTV) Code of Practice.

ii) If the material is to be released under the auspices of “public well being, health
or safety’, written agreement to the release of material should be obtained from
a senior officer within the Local Authority, preferably within the legal
department. The officer should have personal knowledge of the potential benefit

Enfield Public Safety Centre Code of Practice Version 15 - review December 2023
Page 29



(and risks) to be derived from releasing the (or refusing to release) material and
an understanding of the Video surveillance System Code of Practice.

Recorded material may be used for bona fide training purposes such as police or staff
training. Under no circumstances will recorded material be released for commercial sale
of material for training or entertainment purposes.

Note:

1)

()

‘Disclosure in the public interest’ could include the disclosure of personal data that:

i) Provides specific information which would be of value or of interest to the public well
being

ii) Identifies a public health or safety issue
ii1) Leads to the prevention of crime

The disclosure of personal data which is the subject of a “live’ criminal investigation would always
come under the terms of a primary request, (see 111 above).

Individual Subject Access under Data Protection legislation

1)

Under the terms of Data Protection legislation, individual access to personal data, of
which that individual is the data subject, must be permitted providing;:

i) The request is made in writing;

ii) The data controller is supplied with sufficient information to satisfy him or her
self as to the identity of the person making the request;

iii) The person making the request provides sufficient and accurate information
about the time, date and place to enable the data controller to locate the
information, which that person seeks, (it is recognised that a person making a
request is unlikely to know the precise time. Under those circumstances it is
suggested that within one hour of accuracy would be a reasonable requirement);

iv) The person making the request is only shown information relevant to that
particular search and which contains personal data of her or him self only, unless
all other individuals who may be identified from the same information have
consented to the disclosure;

In the event of the data controller complying with a request to supply a copy of the data
to the subject, only data pertaining to the individual should be copied, (all other personal
data which may facilitate the identification of any other person should be concealed or
erased).

The data controller is entitled to refuse an individual request to view data under these
provisions if insufficient or inaccurate information is provided, however every effort
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should be made to comply with subject access procedures and each request should be
treated on its own merit.

In addition to the principles contained within the Data Protection legislation, the data
controller should be satisfied that the data is:

i) Not currently and, as far as can be reasonably ascertained, not likely to become,
part of a ‘live’ criminal investigation;

ii) Not currently and, as far as can be reasonably ascertained, not likely to become,
relevant to civil proceedings;

iii) Not the subject of a complaint or dispute which has not been actioned;

iv) The original data and that the audit trail has been maintained;

V) Not removed or copied without proper authority;

V) For individual disclosure only (i.e. to be disclosed to a named subject)

Process of Disclosure:

a)
b)

Verify the accuracy of the request.

Replay the data to the requestee only, (or responsible person acting on behalf of the
person making the request).

The viewing should take place in a separate room and not in the control or monitoring
area. Only data that is specific to the search request shall be shown.

It must not be possible to identify any other individual from the information being
shown, (any such information will be blanked-out, either by means of electronic
screening or manual editing on the monitor screen).

If a copy of the material is requested and there is no on-site means of editing out other
personal data, then the material shall be sent to an editing house for processing prior to
being sent to the requester.

Note:  The Information Commissioners Code of Practice for video Surveillance systems makes
specific requirements for the precautions to be taken when images are sent to an editing house for
processing.

Media disclosure

Set procedures for release of data to a third party should be followed, if the
means of editing out other personal data does not exist on-site, measures
should include the following:

a)

In the event of a request from the media for access to recorded material, the procedures
outlined under ‘secondary request to view data’ shall be followed. If material is to be
released the following procedures shall be adopted:

i) The release of the material must be accompanied by a signed release document
that clearly states what the data will be used for and sets out the limits on its use.

ii) The release form shall state that the receiver must process the data in a manner
prescribed by the data controller, e.g. specific identities/data that must not be
revealed.

iii) It shall require that proof of any editing must be passed back to the data

controller, either for approval or final consent, prior to its intended use by the
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media (protecting the position of the data controller who would be responsible
for any infringement of Data Protection legislation and the System’s Code of
Practice).

iv) The release form shall be considered a contract and signed by both parties ().

Note in the well publicised case of R v Brentwood Borough Council, ex parte Geoffrey Dennis
Peck, (QBD November 1997), the judge concluded that by releasing the video footage, the Council
had not acted unlawfully. A verbal assurance that the broadcasters would mask the identity of
the individual had been obtained. Despite further attempts by the Council to ensure the identity
would not be revealed, the television company did in fact broadcast footage during which the
identity of Peck was not concealed. The judge concluded that tighter guidelines should be
considered to avoid future accidental broadcasts.

Attention is drawn the requirements of the Information Commissioners in this respect detailed
in there Code of Practice summarised above.

Principles

In adopting this national standard for the release of data to third parties, it is intended, as far
as reasonably practicable, to safeguard the individual’s rights to privacy and to give effect to
the following principles:

a) Recorded material shall be processed lawfully and fairly and used only for the purposes
defined in the Code of Practice for the VSS scheme;

b)  Access to recorded material shall only take place in accordance with this Standard and
the Code of Practice;

c) Therelease or disclosure of data for commercial or entertainment purposes is specifically
prohibited unless the purpose is to promote public safety and the centres permitted
purposes, and only by prior agreement of the council.

Appendix C Protection of Freedoms Act 2012, Sect 30
12 Guiding Principals

Guiding Principles (Extract from amended Camera Surveillance Code of Practice Nov 2021)

2.6 System operators should adopt the following 12 guiding principles:

1.

2.

Use of a surveillance camera system must always be for a specified purpose which is in
pursuit of a legitimate aim and necessary to meet an identified pressing need.

The user of a surveillance camera system must consider its effect on individuals and their
privacy, with regular reviews to ensure its use remains justified.

There must be as much transparency in the use of a surveillance camera system as possible,
including a published contact point for access to information and complaints.

There must be clear responsibility and accountability for all surveillance camera system
activities including images and information collected, held and used.

Clear rules, policies and procedures must be in place before a surveillance camera system is
used, and these must be communicated to all who need to comply with them.
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6.

10.

11.

12.

No more images and information should be stored than that which is strictly required for the
stated purpose of a surveillance camera system, and such images and information should be
deleted once their purposes have been discharged.

Access to retained images and information should be restricted and there must be clearly
defined rules on who can gain access and for what purpose such access is granted; the
disclosure of images and information should only take place when it is necessary for such a
purpose or for law enforcement purposes.

Surveillance camera system operators should consider any approved operational, technical
and competency standards relevant to a system and its purpose and work to meet and
maintain those standards.

Surveillance camera system images and information should be subject to appropriate security
measures to safeguard against unauthorised access and use.

There should be effective review and audit mechanisms to ensure legal requirements, policies
and standards are followed in practice, and regular reports should be published.

When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a
pressing need for its use, it should then be used in the most effective way to support public
safety and law enforcement with the aim of processing images and information of evidential
value.

Any information used to support a surveillance camera system which compares against a
reference database for matching purposes should be accurate and kept up to date.

Enfield Public Safety Centre Code of Practice Version 15 - review December 2023
Page 33





